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PREFACE 

DATA IS A CENTRAL RESOURCE IN MODERN VALUECHAINS.
THEY DESERVE OUR PROFESSIONALISM.

In the context of digitalisation, the processing of data, particularly of personal 
data, is increasingly moving into the centre of the value-added chain. In view of 
this, requirements concerning the lawfulness of the data and the security of the 
processing procedures are growing sharply. Not only process expertise but also the 
quantity and, in particular, the quality of data is decisive for business success and 
should therefore be treated as a fundamental success factor and corporate value.
 
In a highly complex and rapidly changing digital environment, corporate manage-
ment as well as customers and staff must be able to rely on support from qualified 
experts offering comprehensive expertise and assistance where information securi-
ty and compliance are concerned. 

Data protection officers performed these tasks for many decades. They support com-
panies on the path towards digitalisation and therefore focus on the one hand on 
the rights of the individuals affected, particularly the personal rights of customers 
and employees, and on the other hand the needs and the success of the company. 
Data protection officers facilitate innovative solutions and protect corporate values 
such as the corporate image and the value of the brand by building up and main-
taining customer confidence. Secure and admissible handling of data is increasingly 
the subject of customer decisions and so it is an important competitive advantage. 
In this role, data protection officers not only help to keep existing laws but also 
contribute with their expertise to ensuring that the best process, combined with a 
secure solution, becomes a success for everyone concerned.

PREFACE
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It is essential that data protection officers are well qualified to enable them to meet 
all these challenges. Expertise is particularly necessary in the following areas:
●● Processes and organisation
●● IT systems and applications 
●● Data protection laws 

The Association of Data Protection Officers of Germany began even in 2004 to 
define the requirements for this field of activity and the expertise needed by Data 
Protection Officers. In 2009, the first “Code of practice for data protection officers” 
in Europe was created which members were required to commit themselves to in 
writing in order to be accredited by the BvD as being qualified in this respect.

Through this process and the “commitment to the code of practice for data protec-
tion officers” accreditation, companies and institutions can verify that qualified 
data protection officers have been designated.

This third issue of the professional code of practice incorporates the amendments 
made by the GDPR and presents the new tasks and requirements in relation to the 
qualification required by data protection officers.  

At the same time, this issue has been abridged by a level of detail to make it more 
readable.

Berlin, September 2016
Thomas Spaeing
Chairman of the Board
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TERMS

To make it more readable, the following document uses terms and abbreviations 
based on the following definitions:

●● GDPR: European General Data Protection Regulation 

●● Processors: The term ‘processor’ is defined in Article 4 (8) GDPR: a natural or legal 
person, public authority, agency or other body which processes personal data on 
behalf of the controller.

●● Controller: The term ‘controller’ is defined in Article 4 (7) GDPR:  the natural or 
legal person, public authority, agency or other body which, alone or jointly with 
others, determines the purposes and means of the processing of personal data; 
where the purposes and means of such processing are determined by Union or 
Member State law, the controller or the specific criteria for its designation may 
be provided for by Union or Member State law.

 
In this document, the use of the term ‘controller’ makes use of an extended in-
terpretation of the definition which includes the processor, since in the view of 
the GDPR Chapter IV on data protection management the former has equivalent 
tasks, and the document becomes more readable as a result.

●● Management (of controller): Management, board of directors, public authority 
management or respective individuals.

TERMS

SUMMARY

Initial situation

The GDPR, particularly in Chapter IV, makes high demands on the obligations of 
the controller. In order to meet these compliance requirements, particularly inclu-
ding the ensuing burden to demonstrate the compliance, and to avoid corporate 
organisational culpability by the controller, it is essential to operate a management 
system for the field of data protection. 

Proven examples of management systems are already common practice in the fol-
lowing context:
●● Quality management (DIN EN ISO 9001)
●● Environmental management (DIN EN ISO 14001)
●● Occupational health and safety (OHSAS 18001 in future DIN EN ISO 45001)
●● Information security (DIN ISO/IEC 27001)

The difference, however, lies in the fact that the requirements come from the Eu-
ropean legislator and not from a DIN EN/ISO/IEC standard.

Implementation with support of qualified data protection officers

The implementation of data protection management is the responsibility of the 
controller management, i.e. the management, the board of directors, the public au-
thority management or respective individuals. Support through qualified data pro-
tection officers is essential in order to meet this obligation. The following chapters 
identify the personal and professional requirements of qualified data protection 
officers, the tasks and services that they need to fulfil and the professional practice 

SUMMARY
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demands that are made to enable the challenges of data protection to be met in an 
increasingly digitalised world and in the context of the GDPR:

●● The personal and professional requirements (Chapter 1)
●● Tasks and services of a data protection officer (Chapter 2)
●● Professional practice requirements (Chapter 3)

Through the process of “commitment to the code of practice for the data protection 
officer”, which will be detailed in the chapters which follow, the controller manage-
ment can demonstrate that qualified data protection officers have been designated.

SUMMARY

1.1 Professional practice requirements
The ability to practise the profession of “data protection officer” is conditional upon 
having
●● appropriate professional training in at least one of the categories of organisation 

and processes, information and communication technology (ICT) or law, and has 
gained sound general competence in the two other categories,

●● at least two years’ professional experience in the fields indicated and 
●● gained a recognised qualification as a data protection officer. 
 
1.2 Expert knowledge and competence
Irrespective of the industry and size of the company or public authority, data pro-
tection officers shall have a minimum of expert knowledge and its practical appli-
cation (competence). In addition, depending on the specific tasks in the company 
or public authority, further individual expert knowledge may become necessary. 

1.2.1 Basic data protection law competence  
Data protection officers shall have basic competence in data protection law. They 
are familiar with the provisions of their professional field or industry pertaining 
to data protection. Data protection officers are able to bring applicable legal pro-
visions to bear on the task area or to acquire these. Basic competence includes the 
following fields: 
●● General personal rights and EU charter of basic rights with reference to data 

protection
●● Basic provisions of European and relevant national data protection law and its 

principles 
●● Requirements to lawfulness  of processing personal data
●● Data protection-related requirements when using ITC

1 Specification of requirements of Article 37(5) GDPR 

CHAPTER 1

1   PERSONAL AND  
PROFESSIONAL REQUIREMENTS 1 
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1.2.2 Basic ITC competence
Data protection officers must have technical understanding and comprehend issues 
concerning information technologies:
●● Organisation of ITC
●● Structures of IT systems, IT applications and IT processes
●● Information security management, based on the protection objectives of confi-

dentiality, integrity, availability and resilience
●● Identifying risks for data subjects which result from IT systems, IT applications 

and IT processes

Furthermore, data protection officers can recognise and evaluate basic risks to the 
rights and freedom of data subjects through the processing of personal data. Data 
protection officers are in a position to propose basic improvements using privacy 
enhancing technologies2 and take information security standards into account. 

1.2.3 Basic business administration and organisational competence
Data protection officers must have the following basic business administration and 
organisational knowledge to enable them to evaluate issues in a company and/or 
public administration context:
●● Business processes and/or public administration processes 
●● Management systems
●● Methods of risk assessment
●● Audit and monitoring procedures

Data protection officers can integrate data protection requirements into processes, 
depending upon the risk concerned.

1.2.4 Extended expert knowledge
In addition to the basic competence, special business areas or fields of use may 
require further specialisation of the data protection officer in the areas of law, 
technology and organisation, depending on the branch or industry concerned. This 
may also include codes of conduct3 for the respective sector. 

1.2.5 Updating of expert knowledge
Data protection officer update and improve their knowledge on a regular basis. This 
applies particularly for legal amendments and current jurisdiction concerning data 
protection and new technical developments. 

1.3 Other personal requirements
1.3.1 Personal integrity 
Data protection officers who do not have sufficient personal integrity are not sui-
ted to fulfilling the tasks. This also applies for persons who
●● have been convicted of infringements of personal privacy or 
●● due to a conviction for a criminal offence are not able to hold public office. 

The occupation should also not be exercised by persons who have been legally dis-
missed due to infringement of data protection regulations, or IT or computer crime 
within the past two years4. 

3 Article 40 GDPR, 4 For violations of trade secrets, refer to the second sentence of Article 90(1) GDPR

CHAPTER 1CHAPTER 1

2Article 25 GDPR
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1.3.2 Advisory competence
Data protection officers, irrespective of the branch and size of the company or the 
public authority, have the necessary skills and capabilities for independently orga-
nising their field of work.

Data protection officers develop constructive proposals for data protection-compli-
ant solutions that take account of different interests and are able to advocate re-
commendations, opinions and positions. This requires skills such as communication 
and moderation techniques as well as problem-solving techniques. 

1.3.3 Assertiveness of own professional status
Data protection officers can perform delegated tasks independently, assert their 
status and avert limitations. The status includes, in particular, independence and 
the authority to act autonomously5. 

5 Article 38(3) with recital 97 GDPR

2.1 Data protection management
2.1.1 Objectives and tasks of data protection management
A data protection management system must be operated to implement the data 
protection requirements proactively, sustainably and efficiently within an organi-
sation. Data protection officers develop and/or advise on company data protection 
regulations. The management puts these regulations into effect6. Data protection 
officers monitor their implementation and compliance with the regulations and 
inform management about discrepancies.

The data protection management system ensures that business processes, systems 
and structures of an organisation, including internal and external interfaces, are 
regularly inspected and, if necessary, adjusted. 

Based on existing management systems (DIN EN ISO 9001 quality management or 
DIN ISO/IEC 27001 information security management), an iterative problem-sol-
ving process ensures regular auditing of compliance, and sustainable and efficient 
implementation of the data protection requirements within the organisation.

2.1.2 Basic principles and processes
The data protection management system safeguards the systematic implementati-
on of basic data protection principles7 related to the processing of personal data. 
Within data protection management, processes which stipulate the obligations of 
controllers as an internal requirement of the organisation must be defined and 
audited regularly to determine their effectiveness. 

 6 Article 24 with recital 74 GDPR, 7 Article 5 GDPR 

2   TASKS AND PERFORMANCE OF  
DATA PROTECTION OFFICER

CHAPTER 2CHAPTER 1
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Documentation of the audit and the measures derived from it constitutes objective 
evidence for the management of the lawfulness of the processing activity in com-
pliance with the GDPR, and the effectiveness of the data protection organisation.

Data protection management includes, in particular:
●● Risk management, with reference to data protection risks and the security of pro-

cessing, which includes analysis, implementation, regular audits and adjustment 
of technical and organisational measures8

●● Processes for implementing the requirement for data protection by design and  
by default9

●● Developing the records of processing activities10

●● Cooperation with the supervisory authority11

●● The process of required reports and notifications to the supervisory authority12

●● Safeguarding the rights of data subjects, particularly the handling of enquiries 
from data subjects

●● The duty to inform and the notification of data subjects in the event of a perso-
nal data breach

●● Recognition of the necessity and the implementation of a data protection impact 
assessment

●● Implementation and further development of the awareness-raising and training 
concept13

2.1.3 Overview of tasks of data protection officer
The controller shall ensure that data protection officers are involved, properly and 
in a timely manner, in all issues which relate to the protection of personal data, to 
enable them to undertake their tasks.

 8 Article 24, Article 32 GDPR , 9 Article 25 GDPR, 10 Article 30 GDPR,  11 Article 39(1) lit. d GDPR
 12 Articles 31, 33 and 36 GDPR, 13 Article 39 GDPR

Task Source (GDPR) Description

Management tasks Article 24 
Article 38(1) 
Recital 97

●● Involvement of the data protection officer in 
relevant management systems 

●● Tracking of the objectives and tasks in data 
protection management

●● Updating data protection management

Advisory tasks Article 38(1, 4)
Article 39 
Recitals 77,97

●● Advising the management
●● Advising divisions anddepartments
●● Advising of data subjects (staff, customers, 

business partners)
●● Advising of employee representatives
●● Advising in relation to data protection impact 

assessment

Monitoring tasks Article 39
Recital 81

●● Monitoring data processing business procedures 
and regulations

●● Monitoring IT systems
●● Monitoring data protection-relevant contracts
●● Monitoring the documentation of processing 

activities, particularly the records of processing 
activities 

●● Monitoring the appropriateness of, and 
compliance with, technical and organisational 
measures

●● Monitoring of processes subject to data protecti-
on impact assessment

●● Processing of complaints and security-relevant 
incidents

●● Auditing of guarantees of external service provi-
ders (contract processors)

●● Instigation and accompanying of audits

Reporting and informing Article 39 ●● Regular notification of the management and 
selected departments of the controller

●● Communication with the supervisory authority 
and external persons

●● Regular activity reports
●● Documentation of processing activities, inclu-

ding their risks

Training and 
awareness-raising tasks

Article 39 ●● Further development of training concepts and 
compilation of training/awareness-raising 
documentation

●● Implementation of the awareness-raising and 
training concept

CHAPTER 2CHAPTER 2
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2.2 Advisory tasks
The data protection officer advises the management, all specialist departments 
of the controller and also, if relevant, data subjects on all matters pertaining to 
data protection, designing of data protection measures and data protection impact 
assessment.  

2.2.1 Advisory standards
The data protection officer advises on compliance with data protection with the 
following aims:
1. Protection of personal rights of data subjects
2. Law-compliant processing by the controller

In addition to these aims, the effectiveness, cost-efficiency, practicability, approp-
riateness and acceptability of the measures must be taken into account. The aim of 
the advice is also to contribute to a competitive advantage through a high standard 
of data protection.

2.2.2 Advising the management
Data protection officers advise the management on all matters pertaining to data 
protection. They give advice on the necessary determination of processing aims, 
duty of notification, duty to carry out data protection impact assessment, registra-
tion duty, and on the legal conformity of planned personal data processing procedu-
res. In determining technical or organisational protective measures, they work with 
management within the framework of an evaluation of appropriateness to obtain 
the most data protection-friendly alternative.  

2.2.3 Advising the divisionsanddepartments
Data protection officers advise all relevant areas of the controller which process 
personal data. In particular, they advise on the legal requirements and on the plan-
ning and implementation of technical and organisational data protection measures, 

the design of data processing procedures, and processes taking into account data 
protection through technology design and data protection-friendly presettings.

2.2.4 Advising data subjects
If data protection officers are addressed by data subjects, they advise them fully 
and confidentially. They support the processor in providing the data subject with 
information on processing. They advise data subjects on their rights and their op-
tions of exercising these without disclosing the identity of the data subject. 

2.2.5 Advising employee representatives
Data protection officers advise the employee representatives on existing and 
planned processing of personal data in the context of employment14 in order to 
safeguard the legitimate interests of employees.

2.3 Monitoring tasks
Data protection officers monitor business processes, systems and organisational 
structures and the associated technical and organisational measures for compliance 
with data protection requirements. These result, for example, from legal require-
ments, approved codes of conduct15, from requirements for an (approved) certifica-
tion procedure, or from internal business data protection provisions. Audits must 
be based on the current technical state of the art. 

To implement the montoring tasks, data protection officers develop a concept 
which defines the scope, contents, audit or monitoring cycles and key areas. This is 
subject to the data protection officer’s authority to act autonomously and is based 
on potential risks for data subjects. 

The results are documented in a structured way and are reported to the controller 
management. Any potential risks identified should be brought to attention sepa-
rately.

 14 Article 88 with recital 155 GDPR, 15 Article 40 GDPR

CHAPTER 2CHAPTER 2
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2.3.1 Monitoring standards 
The following shall be referred to as audit and monitoring standards: 
●● Conformity to legal requirements: 
    - Applicable laws
    - Applicable regulations
    - Court decisions
    - Overall collective agreements
●● The basic IT security principles and the information security standard which are 

based on the technical “state of the art”: 
    - Confidentiality, integrity, availability, resilience 
    -  Requirements of information security standards such as the ISO/IEC 27000 

series and regulations of the basic BSI-IT principles 
●● Application of the basic principles of “data protection by design” and “data pro-

tection by default”
●● Recognised industry-specific requirements:
    -  Codes of conduct, developed by associations or other organisations, which 

comply with the GDPR and are approved by supervisory authorities
●● Individual contractual agreements with partners in corporate relations, including 

the formulation of declarations of consent, among others
●● In-house regulations:
    -  Corporate guidelines and instructions  

(possibly also as the basis for certification)
    - Corporate and/or service agreements 

2.3.2 Audit and monitoring methods 
Before conducting an audit and monitoring task, data protection officers define 
the project or the object to be audited or monitored. 

They determine the necessary auditing process in the context of their authority to 
act autonomously, such as:
●● Legal auditing of organisational requirements, documents and contracts
●● Site visits
●● Questioning of responsible and implementing persons
●● Random auditing of documents and data 
●● Automated auditing procedures
●● Evaluation of records such as log files, reports, logbooks

The audit result must be documented in an audit report and communicated to the 
controller.

2.3.3 Prior checking or amendment of processing
The controller shall involve data protection officers properly in a timely manner pri-
or to the introduction or amendment of processing16. Data protection officers shall 
advise the controller17 in the context of the data protection impact assessment and 
monitor compliance with the GDPR. 

If a data protection impact assessment is to be conducted, this shall be accompa-
nied principally by the data protection officer18.

2.3.4 Instigating and accompanying audits  
In liaison with the controller, data protection officers accompany the implementa-
tion of audits. Data protection officers formulate auditing objects and assess the 
results. They advise about necessary corrections in the case of discrepancies. 

  16 Article 38(1) GDPR, 17 Article 39(1) GDPR, 18 Article 35(2) GDPR

CHAPTER 2CHAPTER 2
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2.4 Reporting and informing  
Data protection officers inform and report19 to internal bodies regularly or as the 
occasion requires. The recipient in particular is the management. Furthermore, ad-
ditional bodies such as supervisory authorities, data subjects or staff representati-
ves can be notified as the occasion requires. 

2.4.1 Regular informing of management
Management, as the controller for data protection, is the primary recipient of re-
ports and information from data protection officers. The latter notify management 
about
●● the data protection situation at processing bodies in general 
●● Infringements against legal, contractual and internal provisions
●● Obstacles to implementation or handling risks 
●● Potential for optimisation
●● Status reports for planning activities and measures 
●● Implemented and scheduled action as data protection officer
●● Amendments to legal or technical framework conditions 

Furthermore, reporting lines within the internal data protection organisation and 
potential data protection coordinators from the areas of IT, HR, etc. can be defined.
Irrespective of the communication requirements described, data protection officers 
should report to the company and authority management on the data protection 
status through a regular progress report. An annual report is recommended, unless 
the requirements of the controller make a different reporting interval appropriate. 

2.4.2 Communication with data protection supervisory authority
Data protection officers inform the relevant supervisory authority 
●● At the request of the supervisory authority
●● At the request of the company or authority management

19 Article 38(3) sent. 3 GDPR

Furthermore, data protection officers can make use at their own discretion of their 
right to cooperate20 with the supervisory authority
●● in the case of unresolvable conflicts relating to the lawfulness of processes and 

measures between the controller and the data protection officer,
●● in cases of doubt, 
●●  and in the case of conflicts relating to the independence of data protection officers.

2.4.3 Scope and limitations  
The confidentiality and authority to act autonomously do not release data protecti-
on officers from their obligations to inform and report. The legal duty to confiden-
tiality (such as towards data subjects) can limit this duty to report. For this reason, 
reports and information shall be factual without naming the data subject. 

2.5 Training and awareness-raising tasks
The training and awareness-raising21 of management and staff is a basic condition 
for a functioning data protection management. Data protection officers determine 
the contents and scope according to data protection requirements. They can dele-
gate tasks in this area and must monitor the quality and implementation of the 
measures.

Training content and scope shall be designed according to the type of processing 
and the data protection risks. They shall be carried out specifically for the target 
group and be task oriented. Typical target groups, besides persons who process per-
sonal data, are also managerial staff and employee representatives.

Data protection officers compile a concept which defines training and aware-
ness-raising measures and their content, scope, cycles and means, and in the pro-
cess consider the type, scope, circumstances and purposes of the processing. This 
concept is part of the data protection management system (cf. Chapter 2.1).

20 Article 39(1) lit. d GDPR, 21 Article 39(1) lit. b GDPR

CHAPTER 2CHAPTER 2
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3.1 Attitude towards professional practice
Data protection officers regard themselves as representatives of the interests not 
only of data subjects but also of controllers. They therefore act in a tension field of 
different positions in which they are called on to develop constructive solutions.

Data protection officers put forward argumentations about common interpreta-
tions of law, provide justifications in a comprehensible way and make it clear when 
they are putting forward personal views. Data protection officers endeavour to 
conduct a neutral and objective evaluation of the facts.

Should data protection officers identify a conflict of interests pursuant to Chapter 
3.5.4, they should present the facts to the controllers and, if necessary, also come 
to an agreement with the responsible supervisory authority.

Data protection officers guarantee a high standard of quality in their work. They 
consult specialist support in cases of doubt. Data protection officers work in areas 
for which they have sufficient expertise. In the case of new requirements, they 
acquire the necessary qualifications in a timely manner.

3.2 Verifiability
Data protection officers document their actions. Documentation provides an ac-
curate picture and is complete. This documentation can also serve as verification in 
the context of data protection management.

3.3 Discretion and confidentiality
Data protection officers are duty bound to maintain strict confidentiality. This duty 
applies to all information to which they are privy while exercising their office. This 
does not apply for facts that are evident or do not require confidentiality as a result 
of their level of significance.

3   PROFESSIONAL PRACTICE  
REQUIREMENTS 

Data protection officers treat the details of complaints, data protection violations 
or the identity of informants in confidence. They keep the identity of complainants 
confidential unless complainants expressly agree to the disclosure of their identity.

Furthermore, they are duty bound to keep confidential all personal information and 
all official, corporate and trade secrets to which they are privy during the course 
of their work. This also applies over and beyond the termination of their office as 
data protection officers. 

Should data protection officers, or staff responsible for processing, deal with tasks 
in data protection organisation (such as data protection coordinators), then these 
persons shall have committed themselves to confidentiality.

3.4 Quality assurance of task fulfilment
Suitable quality control measures shall be put in place to guarantee the reliable 
exercise of their office.

3.4.1 Self-monitoring
The quality assurance of full and correct fulfilment of tasks should be ensured  
through selfmonitoring and reflection. 

Further measures shall include regular exchange and opportunities to use external 
specialist knowledge and networks. These also include further and advanced trai-
ning which may, for example, conclude with examinations.

Additional opportunities arise from audits and consultations with supervisory  
authorities in order to optimise results and appraisals.

CHAPTER 3CHAPTER 3
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3.4.2  Monitoring through professional association
The Association of Data Protection Officers of Germany provides suitable control 
measures for quality assurance in the form of a voluntary commitment process. 
The data protection officers committed to this occupation must take part in these 
control measures. Otherwise, the voluntary commitment seal will be withdrawn by 
the professional association.

This process is transparent and is described in the voluntary commitment docu-
ments (www.bvdnet.de). The seal is personalised and verifiable by the professional 
association.

3.5 Designation as data protection officer
3.5.1 Designation requirements 
The conditions for due designation as a data protection officer result from 
●● Personal and professional qualifications (cf. Chapter 1)
●● Exercising obligations and tasks completely independently and without any con-

flict of interest22

A person can also be designated as a data protection officer on the basis of a service 
contract23.

3.5.2 Designation form and procedure
Data protection officers shall be designated by the controller, from management, 
in writing. Data protection officers can perform their tasks for several affiliated or 
non-affiliated companies or authorities, provided this does not compromise their 
independence. One or more representatives can be designated. 

The supervisory authority shall be notified of the designation, and the contact data 
shall be made known24.

22 Article 38(6) with recital 97 GDPR, 23 Article 37(6) GDPR, 24 Article 37(7) GDPR

3.5.3 Duration, term of designation
The designation as data protection officer can be for a limited term. Longterm de-
signations are recommended. The period of initial designation should be five years, 
and the period for redesignation should not be less than three years. 

3.5.4 Independence of professional practice
Data protection officers must be able to perform their tasks completely indepen-
dently and with the authority to act autonomously25. They are independent if they 
are free from professional and temporal conflicts of interest, can organise their data 
protection work on their own responsibility and without being bound by instruc-
tions, and have sufficient resources available. 

Conflicts of interest are present if the activities of data protection officers are 
incompatible with other tasks due, for example, to temporal, professional or au-
thoritative inconsistency. This is also the case if data protection officers perform 
competing tasks including, for example, in the case of affiliated companies. 

Controllers are obliged to provide data protection officers with adequate resources. 
Data protection officers create the framework conditions required for confidenti-
ality and the security of work materials, in terms of spatial, technical and organi-
sational aspects. 

25 Article 38(6) with recital 97 GDPR

CHAPTER 3CHAPTER 3
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3.6 Liability and obligation to take out insurance  
Data protection officers shall not be liable for the data processing or data proces-
sing violations of the controller (of the company), since their position does not 
allow them to give instructions and so only enables them to report data protection 
violations but not to remedy the causes themselves.

Insofar as data protection officers are liable for injury, damage to property and 
pecuniary loss that they have culpably caused, internal data protection officers, in 
their status as employees, are subject to the labour law jurisdiction-based limita-
tions of liability for employees. 

External data protection officers can stipulate limitations of liability in designation 
contracts. 

External data protection officers take out a professional liability insurance to cover 
the liability risks for economic damages arising from the exercise of their office and 
maintain the insurance cover for the term of their designation. 

CHAPTER 3
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