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REVIEW

« Dictatorship in East and West Germany generated a deep sense of
mistrust of data collection — citizens demonstrated against
government data colletion in the 80s and 90s and achieved ,the
right to informational self-determination” as a fundamental right —
but no entry in the german Constitution

* First German Federal Data Protection Act passed by Parliament in
1977 (41 year old!) — since then further development

* Increasing regulations for economic activities due to growing data
processing activities (in enterprises)
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REVIEW

« 1977 the Data Protection Officer was already anchored in law
* DPO should perform the following duties:
— Jawyer® of the data subjects — protection of their rights

— Control of data processing activities in companies for the supervisory
authorities

— Data protection consultancy for companies

« Companies with DPO were no longer subject to reporting
obligations to supervisory authorities (as a benefit)
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REVIEW

« Economy noticed data protection regulations mainly in the form of
scandals (DB, Telekom, LIDL,...)

« Data protection became more present in the economy as of 2001
with the implementation of the EU directive from 1995 which is
widely based on German data protection law

« The awareness for data protection improved despite the low
numbers of fines

* Nevertheless, only big companies focused on data protection till
2005
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REVIEW

« 2010 another step of developement in the german law, because of
the scndals:

« Data protection law rules the ,processing on behalf*

«  Competition law rules the use of e-mail, phone, sms, fax... for
advertising — the informed consent took place — no more advertising
without an active, informed and stopable consent

 Then the activities around the GDPR startet ...
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CURRENT DEVELOPMENT

Public perception of the GDPR and data protection deteriorated, people
are irritated and feel patronized by GDPR

«  Untrustworthy reporting with ,fake-news” by highest authorities in economy,
associations, politics an media

« Complete insecurity reigns in economy, clubs and population — even data
protection consultants are uncertain. Especially small and medium-sized
enterprises refrain from implementing GDPR requirements. They fear the
bureaucratic burden which is subject in the media, lament a felt legal
uncertainty and want to wait for rectification in national data protection law

« Overblown, bureaucratic and unreasonable interpretation of GDPR
requirements by some law-firms (to build a market)
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CURRENT DEVELOPMENT

« The press play waves of cease-and-desist letters and fines in
disproportionate way up even if warnings are only possible in few cases and
fines are subject to precise requirements (inter alia principle of
proportionality). Normally, a long proceeding preceds.

« Misinterpretations of the GDPR in practice could be prevented by a qualified
and expert DPO.

« Unfortunately, the situation has been wrongly assessed by all parties. For this
reason we do not have sufficient qualified experts, who can help
unbureaucratically and practically.

* Nevertheless, the situation in Germany is in many sectors better than in other
EU member states, where data protection experts are strongly sought after.
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CURRENT DEVELOPMENT

Development based on the examples of Bavarian supervisory
authority (BayLDA)

The number of complaints has more than doubled since implementation of GDPR.

In case of consultations for companies and individuals the increase ist about 300
percent as compared to the previous year.

Reported data breaches BayLDA
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CURRENT DEVELOPMENT
100 days GDPR: Statements of supervisory authorities

Reported data breaches and received complaints

BInBfDI (Berlin)
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CURRENT DEVELOPMENT

Why haven't we seen a wave of GDPR fines yet?

Knowledge of the European supervisory authoirites:

«  "We are dealing with the first GDPR cases but it’s too early to speculate
about fines or processing bans at this stage.” (spokesperson for the U.K.'s
Information Commissioner's Office)

« "The complaints brought before the CNIL in relation to the GDPR are
currently in a trial phase and we do not know yet when the CNIL will deliver
its decisions."(CNIL)

« "The ability to issue larger fines is just one part of the new legislation. We
have already started to use our powers of assessment and audit in order to

begin looking at certain organization’s data protection practices.” (British
DPA's spokesperson)
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CURRENT DEVELOPMENT

Why haven't we seen a wave of GDPR fines yet?

Knowledge of Marit Hansen, ULD (Unabhéangiges Landeszentrum
far Datenschutz in the German state of Schleswig-Holstein)

« "For clear and simple cases, it will take some months before a fine will be
issued. For other cases (the majority) it will take longer," said Hansen. "This is
comparable with state [prosecutions] where in Germany a case may take more
than a year ...”

« “Also, some of the infringements can only happen after some time, [for example]
if there is no responsive for an access request where data subjects may have to
wait a month."
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CURRENT DEVELOPMENT

Why haven't we seen a wave of GDPR fines yet?
Reasons:

« complexities of cross-border cooperation

+ the relative inexperience of DPA staff in handling court cases
(compared with companies' lawyers)

* judges will have limited case law to go on as they make their decisions
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CURRENT DEVELOPMENT

Estimation of BvD e.V. (BvD e.V. — Association of Data Protection Officer
of Germany)

* About 30% of the companies in Germany did not implement the
requirements of the old German Federal Data Procetion Act and did
not know the regulations.

« Based on the experience of our members, further 30% implemented
parts of the requirements of the old German Federal Data Protection
Act and/or had a DPO with alibi function.

« About 40% of the companies were well prepared regarding the old
German Federal Data Protection Act.

Association of Data Protection Officers of Germany (BvD) e.V. 15



BvD*,
CHUTZ GESTALTEN

DATENS

CURRENT DEVELOPMENT

With other words:

« About 40 % of the companies in Germany were able to begin with the
implementation of the GDPR from a good starting position and are
now on the finishing straight or already finished the implementation
project.

* In other companies the non-compliance of the past must be
processed in the implementation project.

« Accordingly, in this companies the costs and the capacity
requirements for the implementation are higher.

Association of Data Protection Officers of Germany (BvD) e.V. 16



BvD*,
CHUTZ GESTALTEN

DATENS

CURRENT DEVELOPMENT

« Big automtive groups for example have already finished their
Implementation projects.

« Other industries are right at the beginning of their activities —
especially companies, that already use one or more
managementsystems (e.g. Quality Management) do have less
problems with the implementation of the requirements

« The situation in small and medium-sized enterprises varies — the
acceptance of the new regulations depends on various factors like for
example proximity to the consumer, requests of the customers...
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CURRENT DEVELOPMENT

« The situation in the European Union is inconsistent. The authorities in
France and UK push, but the economy is far below the standard in
Germany.

« The data protection fines in some EU-Countries like Spain, Ireland
and UK are supposed to finance the respective supervisory
authorities.
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TO-DO-LIST FOR COMPANIES

The adjustment of the organisation to the requirements of the new
European and national data protection laws should be implemented
in an organisation project.

For many companies it is recommendable to implement a data protection
organisation with specific contact partners for the data processing
departments.
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TO-DO-LIST FOR COMPANIES

« The management appoints a project manager who is responsible for
the implementation project.

« Every data processing department and departments that plan data
processing should be involved in the project.

« The Data Protection Officer consults in the scope of the
Implementation project as expert and controls the implementation of
the legal requirements. In smaller companies and with the appropriate
capacity the Data Protection Officer can possibly lead the project
together with the management.
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TO-DO-LIST FOR COMPANIES

1. Appoint and integrate Data Protection Officer (at least, if there are
more than 9 employees processing personal data — german law)

2. Inform management about consequences and if necessary start
implementing data protection management system

3. Organise and integrate project team

4. Maintain records of processing activities, document the respective

legal basis and implement the information obligation (Artt. 13 & 14
GDPR)

5. Make/update contracts with service providers if necessary.
Processing on behalf has to be regulated.
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TO-DO-LIST FOR COMPANIES

6. Transfer legal requirements in work instructions and make it available
to the employees (e.g. manual, work-rules)

7. Trainigs for the above mentioned processes for all affected
employees

8. Establish confidentiality obligation for employees
(earlier: data secrecy)

9. Perform internal controls and audits to prove the efficacy of the
system (acountability)

10. Relieve deficits found in the controls and document this process.
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THE DPO

Establish data protection organisation for compliance

The role of the Data Protection Officer shall not be
affected by a conflict of interest, which can entail
the invalidity of the appointment.
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THE DPO

« ensures compliance with data protection regulations

* Consults an informs the management

* supports management and employees in data protection issues
* Is bound to professional secrecy and confidentiality

* Is free from any instructions and can not issue instructions

* Is contact person for the supervisory authorities

» Bears liability for the controls and consultation
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QUESTIONS

« Could they continue their marketing procedures and analyze their
consumer needs? If so, under what conditions?

« After 20 years, how do German companies coexist today with data
protection and the privacy of their customers?

* In view of the innovations that the Regulation has brought, how are
German companies reacting?
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OUTLOOK GDPR

* Products and services which process personal data are in demand in
Europe an Germany.

« The pressure on other countries results in imitation effects: Australia,
Japan and some States of the USA plan the implementation of a data
protection law like the GDPR.

« At the moment, the effort and the insecurity obscure the advantages
of the GDPR.
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OUTLOOK GDPR

« Companies all over the world want to benefit from GDPR regulations:
free data transfer to secure countries (in accordance with GDPR)

* Process orientation in data protection leads to a breakthrough:
comprehensiblity, certification capability, competitiveness. No country
wants to leave these arguments to the European.

BUT: We need to do a bit of reenineering with the GDPR:

— There should be a diffrence in the requirements between a haidresser and
google

— We need better information for the people and the companies

Association of Data Protection Officers of Germany (BvD) e.V. 29



AGENDA

Review: data protection in Germany
Current development in Germany
To-do-list for companies

Outlook GDPR

BvD*'j—

DATENSCHUTZ GESTALTEN

Short profile BvD e.V.

Association of Data Protection Officers of Germany (BvD) e.V.

30



BvD e.V. - Short Profile

, |

;

.‘i

— E
s

[l

|
|

'f.’ _
t 1
Association of Data

Protection Officers of
Germany (BvD) e.V.

Your representative for data protection officers in eV.
politics, business and the EU, with more than 25 BVD
years Of expertlse DATENSCHUTZ GESTALTEN



BvD*
CHUTZ GESTALTEN

DATENS

BVD - SHORT PROFILE

* Founded in 1989 in Ulm, Germany “Data protection is becoming
. Headquarters in Berlin since 2006 ever more important in our
_ society. The BvD is actively
¢ Around 1,500 members in total assisting with integrating the new

EU GDPR into German law and
promoting the rights of data
protection officers.”

Thomas Spaeing,
Chairman of the BvD Board
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FOR BETTER DATAPROTECTION QUALITY

« Active commitment to establishing the “Data Protection Officer” professional
profile in Germany

« Regular information to decision-makers in business and politics regarding
the professional profile and services of data protection officers

« Ongoing exchange with representatives of associations, supervisory
authorities, business, science and politics

« Targeted public relations concerning important legislative procedures
* Promotion of the professional interests of our members

« Comprehensive further training program for members

« Competent support in the performance of daily tasks
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BVD COMMITTEES

Nationwide

e 1 itt
committee
« 9 workgroups e

Professional Profile North | Nuremberg | East

. Ulm | West
o 10 reg IO n al g ro u pS Working Aids | Data protection in Law and Practise |

Data Protection in Social Institutions |
Disposal and Public Utilities | External Data

Protection Officers | Financial services | Medical |

Schools | Encryption and Signing
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CENTRAL TOPIC |

Das berufliche Leitbild der
Datenschutzbeauftragten

- Development and establishment of the “Data Protection Code of Pracic for
Officer” professional profile Data Protection Officers

4.Ausgabe 2018 | Edition 4/2018

« Description of professional and personal requirements
for exercising the office and definition

« Important impetus for decision-makers from politics,
business and public authorities [

« The fourth issue of the professional code of practice
(DE/EN) incorporates the amendments made by the
GDPR and presents the new tasks and requirements in
relation to the qualification required by data protection
officers
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CENTRAL TOPIC I

DPO training and further education

Ensure transparency in the
training market for data
protection officers

Promote further training for data

protection officers

Establish requirements to be *Make the trainer market *Long-term development of an
made of further training and transparent and work with educational agenda
develop benchmarks partners to improve the quality
*Make the opportunities within of training
the market transparent and *Classify training programs and
provide a basis for decision- indicate differences
making

*Develop further training for
members and implement these
inexpensively and at the highest
level
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CENTRAL TOPIC I

Cooperation with the supervisory authorities

Data protection officers and
supervisory authorities have
many aims in common —
better cooperation improves
data protection for
commerce

Explore problems in
commercial data protection

Implement projects on key and develop specific

data protection issues jointly

with supervisory authorities posHlcls SElIners 1

workshops with supervisory
authorities
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CENTRAL TOPIC IV

« Active involvement regarding the role of the DPO (expert’s report)
« Discussions with BMI (Federal Ministry of the Interior)

« Support for members

« Development of further training opportunities on various topics

« Maintenance of the Data Protection Wiki

Association of Data Protection Officers of Germany (BvD) e.V. 38



BvD*,
CHUTZ GESTALTEN

DATENS

CENTRAL TOPIC V

Key figures

* Around 7,000 school pupils per year

« 32 active instructors in the last 12 months (55 instructors in total)
Further development teachers’ handout

* In cooperation with klicksafe
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ASSOCIATION COMMUNICATIONS

Expanding the activities

BvD-NEWS

BvD networks
Association communications - BvD blog
- Social media platforms

- BvD news (3 times a year) XING and Twitter

- Member information
(monthly)
- Series of events
- Press releases
- Topic features

BvD website

Data Protection Wiki ) ATEN SCH UuTZ

B .
" WIK\

Relaunch of the website
on Association Day 2017
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DATA PROTECTION MEDIA AWARD (DAME)

Data protection must be explained comprehensibly
to offer everyone the same opportunity of protecting
his personal data in the complex digital world.
Citizens must be aware of laws, and regulations
must be clearly understandable and transparent.

The aim of the prize (Datenschutz-Medienpreis, or
DAME) is to promote public interest in the subject of
data protection. It rewards contributions that present
and explain data protection in a comprehensible and
descriptive way.
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Mitwirkung/Gremienarbeit Stiftung Datenschutz
Daten-Friihstiick
Bund der Freien Berufe ° g ATEﬂ&l‘EH 'TT%
Thomas Spaeing arbeitet aktiv
im Vorstand
_— Fachzeitschriften/-Publikationen
GDD/DSZ Beck Verlag (zD)

DSZ - Datenschutz Zertifizierung

DSZi

N UNTERNEHMEN
ON GOD UND EvD.

DATENSCHUTZ
Zentifizierungsgesellschaft mbH

Medienpartner

2
C‘H'BECK VIO vle PATIRCRGT]

Privacy officers at
Wissensplattform
priviicy
officers

KvD
Medienpartner

DER SERVICE-VERBAND

Ruhr-Uni Bochum
Datenschutz-Wiki

RUMR
UNIVERSITAT
BOCHUM

TOV Media
Vorschriftensammlung (4. Auflage)

VAN

TOVRneinland

ONS & PARTICIPATIONS

WEKA
20% Rabatt auf Produkte und
Fachzeitschrift Datenschutz-Praxis

Farbfilmverleih
Democracy - Im Rausch der Daten

tarhiiim
verieil

TELETRUST
Pojektarbeit

GeleTrusT

Zeitschrift DuD / Gabler Verlag
Vergiinstigung Abonnement Zeitschrift

DuD

Py w—

Klicksafe
Lehrer-Handout

KlickGEEloe

Versicherungen

Berufsverband der Kinder- und
Jugendarzte eV. (BVK))
Projektarbeit

bvk,

DATEV-5tiftung Zukunft
Forderer der Initiative Datenschutz
geht zur Schule

s ubkcunft

Kunstprojekt FREIHEIT 2.0
Diskursplattform

FREIHEIT 2.0 )

Butz Versicherungsmakler GmbH
Versicherungspartner

Museum fiir Kommunikation Niirnberg
Daten-Dienstag

Kommanikation MM

Nij

Weitere:

Schulfilmwoche Niirnberg,
Thiringer Kompetenzzentrum
Wirtschaft 4.0, Landesmedien-

anstalt Thiiringen

BvD

DATENSCHUTZ GESTALTEN

Association of Data Protection Officers of Germany (BvD) e.V.

42



BvD

DATENSCHUTZ GESTALTEN

VARIOUS ACTIVITIES
Working aids

« Specific developments arising from
member commitment

« Participation in the development of
legislation

Datenschutz -
Eine Vorschriftensammlung

» Aids for data protection officers:
— Software evaluations
— Collection of laws

Data protection —
A collection of regulations
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UP-COMING EVENTS

e BvD Autumn Conference 2018 BvD-Herbstkonferenz zum Datenschutz
. WIRTSCHAFT TRIFFT AUFSICHT
— 24 October — 25 October in Stuttgart AN ALY
— 26 October - Authorities Day e pegver
« BvD Association Days 2019 l

THE DATE im STEIGENBERGER HOTEL

#Graf Zeppelin“ in STUTTGART

Der Landesbeauftragte fiir den Datenschutz und die Informationsfreiheit Baden-Wiirttemberg, das

f— Bayerische Landesamt fiir Datenschutzaufsicht und der Berufsverband der Datenschutzbeauftragten
30 years Of BV D e - V. Deutschlands (BvD) e.V. laden zum Informationsaustausch ein.
. 5 June _ 6 June In Berlln FACHGESPRACHE | EXPERTENWISSEN | DIALOGPLATTFORM | DISKUSSIONEN

Informationen unter: https://www.bvdnet.de/termin/bvd-herbstkonferenz-datenschutz/

Gemei
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CONTACT DETAILS

Office Berlin Board
Berufsverband der Thomas Spaeing, President
Datenschutzbeauftragten (BvD) e.V. Jurgen Hartz, vice President
Budapester Stral3e 31 Nikolaus Schrenk, vice President
10787 Berlin

Board-Member:
Telefon (0 30) 26 36 77 60 Regina Muhlich,
Telefax (030 ) 26 36 77 63 Dr. Jens Eckhardt,

_ Dr. Kai-Uwe Loser
E-Mail: bvd-gs@bvdnet.de

Internet; www.bvdnet.de

Association of Data Protection Officers of Germany (BvD) e.V. 45



